


Cryptocurrencies and related technologies continue to attract interest in the payments sector but regulators and central banks
are no longer in the dark about Bitcoin and its offshoots. This article looks at the current situation, how regulation is catching
up with the technology, and how to ensure that participants can continue to develop in a regulated environment.

The use of blockchain technologies and distributed ledger technologies has developed, particularly in the cross border
payments space (in this article, references to DLT include both blockchain and distributed ledger technology). In the last year,
FinTechs, banks, central banks (including the "old person" of Threadneedle Street), card networks and SWIFT have confirmed
their interest in DLT, with various proof-of-concepts being tested.

In this article, we look at the commercial developments in this area and related regulatory and contractual issues which are
increasingly being discussed as DLT propositions are brought to market:

DLT
What's disruptive?

Innovations in DLT
Using DLT to innovate in other markets
In payments

Points of interest

Financial services regulation
Consumer protection
Anti-money laundering
Smart contracts

Data protection

DLT enables data storage structure with no central authority. The data is maintained and replicated across a decentralised
network of data storage sites (known as "nodes").

Each node has a full copy of the relevant data and is constantly updating the data such that each node will have a verified and
complete copy of the data at all times, ensuring maximum integrity and resilience of the data.

In the case of blockchain, the data is stored in encrypted blocks. New data is added to the blocks using a complex (and
cryptographically secure) maths equation. No block can be changed until all the nodes agree that there is a complete and
verified "chain" of data in each block that is verified by solving the complex maths equation proving the transaction (aka mining)
— so "blockchain".

Any participant can see the data and the transaction history in relation to such data at any time. The integrity of the data is
underwritten by the maths and therefore does not require the participants to "trust" each other. DLT is therefore frequently
referred to as "trustless".

Because transaction integrity is mathematical rather than based around trusted participants, costs are reduced and the
settlement cycles, potential speed of transfer, efficiencies and removal of intermediation are much shorter. However, each time
a transaction is added to a block, the maths gets more complicated and this can slow a transaction down.

The UK regulators have taken a technology neutral approach to regulation, meaning that DLT is not currently regulated as a
methodology. Having said that, there is increased focus on the use of the methodology in regulated markets to ensure that
DLT and crypto produce regulatory compliant outcomes for participants.



Many of the early innovators in payments aimed to disrupt these markets through increasing speed of transaction and
settlement (such as Ripple); but disruptors have moved on to other areas of banking, such as asset management, securities
and trade finance, but the last year has seen a new focus on consumer facing applications and payments.

The players in this space can roughly be divided into two categories: (1) those innovating to improve DLT for its current
purposes (i.e. transactions using crypto-assets); and (2) those exploring the idea that DLT can improve the security, speed and
costs in other markets, such as currency transfers and cross-border payments.

The crypto-market is crystallising around the BitCoin and Ethereum platforms, but there are challenges, including in connecting
these to legacy financial and banking systems and processing lag time for a transaction. As a result, a number of firms have
focused on smoothing out these difficulties, with a view to increasing saleability for enterprise rather than just individuals.

For example:

Havven has developed a dual token to , the fees from transactions within the system are used to
collateralise the network and establish an asset-backed, more stable, token;

BlockEx is in the FCA's latest Sandbox cohort, and developing a proposition for blockchain based assets. It aims to
from the marketing of initial coin offerings to clearing and settlement using
APls; and

20|30, also in the Sandbox, have a number of propositions on the route to market, including CryptX index which aims to
be an industry leading benchmark for all crypto-currencies and so create a

The regulators are interested in the development of solutions to the particular challenges faced by existing DLT participants
and which could act as disincentives to other players. Key focuses include improving liquidity, platform functionality and
exchange both between crypto-assets and as against external goods and services or fiat currencies. The FCA is supporting
these initiatives in the Sandbox.

There are a number of firms using DLT to solve problems which exist in other markets. These applications include using DLT
to harmonise governance rules for decentralised platforms, improve efficiency in business processes and reduce transaction
costs, automate intermediary roles and improve financial inclusion.

For example:

Natwest is developing a platform which uses for participants
to run decentralised technologies on;

Community First Credit Union is developing a DLT token to support customers who lack traditional forms of identification
to in the UK; and

Etherisc is developing a service using smart contracts on the blockchain to provide completely
products.

More than 75 of the largest banks (including Société Générale, Santander, JPMorgan, Royal Bank of Canada and ANZ) have
joined the Interbank Information Network (lIN) to see if DLT can speed up problematic payments. IIN utilises a mutually
accessible ledger to permit banks to carry on compliance checks and resolve issues around missing data in real time allowing
for quicker issue resolution.

Other examples:

launched a business-to-business blockchain network for cross-border payments. The service aims to enable
clearing of credit card transactions, eliminate administration tasks using smart contract rules and increase the speed of
transaction settlement;

applied blockchain technology to its Visa B2B Connect payment platform; and

has also used DLT and filed a patent in the US related to the use of blockchain in payment
transactions. The filing describes a solution to receive requests for payment, which would then be approved or rejected
based on a risk analysis. If approved, the platform would automate processing and adjust accounts on both ends of the
transaction.



The expansion of technology and other non-financial services companies into the regulated payments sector has resulted in
increasing engagement from regulators. Financial services legislation and regulatory standards pre-date the rapid advances
in DLT, but the FCA and other European regulators have publicly announced their support and launched initiatives to encourage
innovation in this area. This is in contrast to a more cautious approach to crypto-assets.

DLT and crypto-assets are not specifically regulated (yet) in the UK (though a recent Treasury Committee report means we
have moved a step closer to regulation of crypto-assets). However, the existing regulatory regime can be applicable, for
example, to initial coin offerings (ICOs).

Many ICOs are outside of the regulatory regime. However, the answer to the question of whether a particular ICO is regulated
depends on how the tokens are structured and some tokens may be regulated investments (meaning that issuing, selling or
marketing them may involve regulated activities). Examples include transferable securities, collective investment schemes,
crowdfunding, e-money or payment services. Certain characteristics might make a token more or less likely to be regulated.
For example, where the token is not transferable and has no inherent value then, on a spectrum of risk, it is less likely to be a
regulated investment.

Even if a token is not regulated at the point of issuance, tokens could become regulated investments at a later stage because
they become regulated or there is a change in law or interpretation.

As the practical application of DLT develops, firms are moving closer and closer to direct provision of their services to
consumers (as some, such as wallet providers, already do). The recent Treasury Committee report calls for enhanced
protection for consumers but it should be noted that the Consumer Rights Act 2015 (CRA) already applies to digital content
provided to consumers.

The amendments to EU consumer rights legislation which have been consulted on at a high level and are now being discussed
by European Parliament could extend more fulsome protections to free digital content (which currently only apply to digital
content that has been paid for).

This would mean that:

contracts with consumers will be subject to implied terms about the satisfactory quality of the digital content and that it will
match the suppliers description of what it is and what it can do; and

the consumer would have access to various remedies if the digital content does not confirm to the contract (including the
implied terms) such as a right to the repair or replacement of the digital content (this is in addition to any other remedies
outside of the CRA e.g. claiming damages etc.).

Currently if any free or paid for digital content causes damage to a device or other digital content belonging to the consumer
and is of a kind that would not have occurred if the supplier had exercised reasonable care and skill then the consumer can
require the supplier to repair the damage or provide compensation.

The fifth anti-money laundering directive (Directive 2018/843) (AMLDS5), extends EU anti-money laundering requirements to:
providers engaged in exchange services between virtual currencies and fiat currencies (VX Providers); and

entities providing services for the safeguarding of private cryptographic keys on behalf of customers, to hold, store and
transfer virtual currencies (custodian wallet providers or CWPs).

This perhaps represents the start of a regulatory creep into cryptocurrencies and associated services. In explaining the rational
for the introduction of AMLDS, there are some interesting comments made on the issues the amendments aim to solve and
virtual currencies more generally. In particular, as users of virtual currencies can also transact without the use of VX Providers
and CWPs there is a suggestion that the risk resulting from this functionality should be "combatted" by ensuring that national
bodies can obtain information allowing them to associate virtual currency addresses to the identity of the owner of the virtual
currency.



Innovations which use DLT feature a smart contract. A smart contract is a computerised process which automates the execution
of a contract using DLT to record and execute the transaction. There is a spectrum of smart contract models which range from
coding the entirety of a natural language contract (the "code is the contract" approach) to coding to perform a specific process
(whether or not that is linked to a natural language contract). Some firms propose a split contract model under which a natural
language contact is connected to code which will automatically execute certain elements of it such as payment.

The automated nature of smart contracts bring with it benefits including increased efficiency, reduction in transaction costs and
increased transparency but there are also legal issues to consider. These include:

enforceability — as smart contracts run automatically without user intervention, thought should be given as to how the
basic requirements for a contract to exist of offer, acceptance, consideration and intention to create legal relations to are
met. One example of an area where issues may arise is "follow-on" contracts. These are further, separate contracts which
the parties are entered into automatically by the code in certain conditions and therefore the analysis of how the criteria
for a legally binding contract to exist will need consider the lack of human intervention.

unilateral nature - smart contracts are designed to behave in a particular way in particular circumstances which means
they are likely to be unilateral in nature. A unilateral nature means that the terms are likely to not be negotiable and if the
contract is with a consumer, care needs to be taken to ensure that the code behaves in a way which complies with the
CRA;

dispute resolution - smart contracts need to ensure they have adequate processes to effectively resolve disputes,
whether arising as a result of disagreement over the intent of the parties, bugs in the code or external factors. This is
particularly relevant where the smart contract has no central authority to administer it or if it is impossible to unwind a
transaction without agreement of all of the participants even if the direct parties wish for this;

electronic execution — the current law around electronic execution of contracts primarily deals with contracts which are
available in an electronic format but smart contract technology goes further than this because it is a purely electronic
process. The English courts have generally been accommodating in relation to the use of electronic signatures and this
approach may be carried over to smart contracts but the enforceability of smart contracts has not yet been determined.
Contracting by electronic means can also be an issue in other jurisdictions;

unintended consequences - the lack of flexibility and practical difficulties of implementing new code into a smart
contract can give rise to problems if circumstances change and a different outcome is desired compared to when the
smart contract was entered into; and

immutability — writing code with no flaws is difficult and, in the context of smart contracts, flaws in the code can cause
significant issues. A notable example of this is the Decentralized Autonomous Organisation (DAO) case — the DAO was a
smart contract for decentralised investments which lost more than half its value in two days in June 2016 because its
code was exploited and Ether (the cryptocurrency the DAO held to invest) fell in value as a result.

The General Data Protection Regulation (Regulation 2016/679) (GDPR) is now in force (and supported in the UK by the Data
Protection Act 2018 (DPA 2018)). The issues which arise in the context of DLT under the GDPR and DPA 2018 include:

cross-border transfers of personal data — the decentralised nature of DLT means that the data held on it exists in
many places at the same time. To the extent personal data within the EEA is transferred outside of the EEA, that transfer
will need to comply with the rules on transfers of data to third countries;

rights of data subjects — the GDPR provides a number of rights to data subjects which include a right to have a data
controller rectify inaccurate personal data and a right to have personal data erased (provided certain conditions are met).
The data controller also has an obligation to keep only up to date, accurate and proportionate information pertaining to
the data subject. The immutable nature of DLT can cause conflict with these rules; and

allocation of responsibilities — DLT is decentralised and this may cause tension about how responsibilities and the
costs of compliance with data protection legislation are allocated across the nodes.



Conclusion

This article tries to highlight some of the recent DLT initiatives and some of the legal issues arising from them. This area is
unexplored and constantly changing. The benefits these initiatives can bring both in terms of addressing issues with
cryptocurrencies and using DLT to solve problems in other markets are attractive and it is expected that innovation using DLT
will continue. However, as is often the case with new innovations, there are a number of issues which businesses (and
particularly those in regulated sectors) will need to consider before adopting them.
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